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1.9 Key Findings 

Definitions:
Open: The vulnerability has been identified and documented, but no action has been taken to address it yet. It requires attention and
mitigation to reduce the associated risk. 
Fixed: The vulnerability has been successfully addressed and the necessary steps have been taken to eliminate or remediate it. 
Appropriate measures, such as applying patches or updates, have been implemented. 
Closed: After thorough assessment, it has been determined that the reported vulnerability is not applicable, is not valid, or does not pose a 
genuine risk. No further action is required, and the vulnerability is considered closed. 
Business Use Case: After thorough assessment, it has been determined that the reported vulnerability is not applicable, as this is required 
by the client application to work, is flow, or business logic required by the application 

A Medium severity vulnerability, Poor Unhandled Exception, was detected during initial testing

OWASP TOP 10 Security misconfiguration. Re-testing determined that this vulnerability is not

applicable to production environments.
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2. Findings 

Poor Unhandled Exception

Severity: Medium
Re-Test Status: Closed - Issue cannot be reproduced in production.
URL: dev-api.elevaite365.com

Description: When an application fails to handle exceptions properly, it can 
leak sensitive error messages, stack traces, or internal system details. Attackers can exploit
these unhandled exceptions to gain insights into application logic, database structure, or
even execute attacks like SQL injection or remote code execution.

Impact: Error messages may expose database queries, file paths, API 
endpoints, or system configurations. 

Recommendations: Use Generic Error Messages

References: https://www.veracode.com/security/error-handling-flaws- information-and-
how-fix-tutorial/

Steps to reproduce: Observe the error thrown by the application
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Proof of Concept:

Re-Testing Proof of Concept: 
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3. 

4. 

 

Tools Used 

Conclusions 

 BurpSuiteLicensed
 Nessus Licensed 
OWASP ZAP Kali Linux – Open
Source trusted 

The above Application had a Medium vulnerability. Hence, testing and re-testing has been
completed on the Web application of Elevaite365 Group AB.  Determination was that the
vulnerability was caused by the debug configuration of the dev server, after re-testing it was
verified that the vulnerability is not applicable and would not affect a production environment. 

●
●
●
●
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